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Family Name Variant Name

W32/Mydoom.A Mydoom A

WildList*1 32

Windows W32

6 sdbot v0.4b sdbot v0.5a sdbot v0.5b rxBot v0.7.7 Sass

A ZeuS

WildList

5 6 5 5,092

Microsoft Visual Basic

6 4,684 5

Microsoft Visual Basic 4,684 5

4,461

• 1,272

• 312

• 283

• 2,594

223 5 6

API

5 3,545

107

6 4,684 sdbot v0.4b sdbot v0.5a sdbot v0.5b rxBot v0.7.7 Sass

5 6 A ZeuS

*1 The WildList Organization International http://www.wildlist.org/
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Dynamic Link Library DLL
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CFB RTF

[1, 2, 3] [4, 5]
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4.1.1 RTF Compound File Binary CFB [40, 41] CFB
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4.1.2.3

[1, 2, 3]

4.1.2.4

[1, 2, 3]

(a1, a2, · · · , an−1, an)

H(X) =
255∑
i=0

−Pi log2 Pi (4.1)

Pi i i

Pi =

n∑
j=1

{
1 (aj = i)
0 (aj �= i)

n
(4.2)

H(X) 0 ≤ H(X) ≤ 8 Pi = 0 −Pi log2 Pi = 0

4.1 5E00 00

4.1

4.1.3

32 Windows
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4.1

5DD0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

5DE0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

5DF0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

5E00 60 B9 A4 05 00 00 EB 0D 5E 56 46 8B FE AC 34 FC

5E10 AA 49 75 F9 C3 90 E8 ED FF FF FF 61 15 C1 FE FC

5E20 FC AA CF 3C 98 77 BC CC 77 BC F0 77 8C E0 51 77

1.

2. FS PEB

3. API

1

1 2

32 Windows CPU 1 FS

Thread Environment Block TEB 4.3 TEB PEB PEB LDR DATA

LDR MODULE LDR MODULE DLL

4.3 DLL API

2

API API 3

1 2 2 3

4.1.4

GetCommandLine GetModuleFileName

WINWORD.EXE

[3, 11] API [7]
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4.2

Vulnerability doc xls ppt rtf Total

CVE-2006-2389 4 4

CVE-2006-2492 13 13

CVE-2006-6456 2 2

CVE-2007-0671 1 1

CVE-2008-2244 5 5

CVE-2008-4841 1 1

CVE-2009-0556 1 1

CVE-2009-0563 1 1

CVE-2009-3129 24 5 29

CVE-2010-0822 2 2

CVE-2010-1901 1 1

CVE-2010-3333 6 6

CVE-2011-1269 1 2 3

CVE-2012-0158 13 2 15

CVE-2014-1761 1 1

UNKNOWN 3 3

Total 43 26 4 15 88

4.2

4.2.1

4.1.1

CFB

125 73 RTF 25

15 4.2 4.2

15 3

42

CFB 4.2

4.2

4.2
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4.3

Feature Number

(1)Self-modifying, (2)PEB access, (3)API call 55

(1)Self-modifying, (2)PEB access 2

(2)PEB access, (3)API call 17

None 14

4.4

Feature Step

Start to (1)Self-modifying 35,847

Start to (2)PEB access or (1)Self-modifying to (2)PEB access 857

(2)PEB access to (3)API call 2,772,706

4.2.2 CFB

CFB Stream

Mini Stream Stream

4.2.3

4.1.3

4.1.3

4.3 4.4

4.2.4

(4.2) n 128 2,048

16

4.5

384

4.4

1

4.5

4.5 3 2
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4.5

Size Entropy Order Delta Order

128 0.561 0.330

192 0.581 0.317

256 0.578 0.288

384 0.554 0.268

512 0.593 0.270

1,024 0.715 0.305

1,536 0.817 0.403

2,048 0.882 0.550
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Time (Second)

4.6

4,194,304 API 4.2.4

384

4.3.1 CFB RTF

CFB Stream 31% RTF

12%

96%

4.3.2 False Positive

4.2 125 doc:50 xls:25 ppt:25 rtf:25

2014 5 Virus Total*1

CFB 18,432 11,030,528

1,030,640 RTF 217 12,173,558

1,078,672 CFB 5MB 8 RTF 2

4.3.3

3.1 88 74

2 37 48

1 29 49 1 29 49 1 1 13 19

1 1.638 1 13 19

4.6 .

74

*1 http://www.virustotal.com/
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4.6

Success
Drop

Executable

Malware 26

Benign 1

Unregistered 22

Broken 1

Communication 1

Failure

Memory 6

Instruction 3

Unknown 1

Infinity Loop 13

57 6,804

5,389 74 2

3

4.3.4

74 3.1

4.6 50 1

49 32 Windows

49 Virus Total 27 Virus Total 26

1

10

4.4

4.4.1

4.3.1 30%

4.4.2

4.4

74 6
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 8

-768 -384  0  384  768
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Address (bytes)

4.7

4.5

4.4 4.5 4.3.3 57 6,804

4.4 4.5

4.3.3 4,399 397,824

Stream 338,212

314,549

93%

4.7 . 4.7

0

6.041

7.377

74 6

4.4.3

API

4.6 Failure
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4.6 Success

4.4.4

4.6

4.5

4.1.1

ROP

1

CFB

Microsoft Office 2007

Office Open XML

4.4 10% 10%
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5

5.1

CPU OS

2

CPU

API

5.1

LUNGU CJ-Unpack[17] API
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5.1

32 Windows CPU

Windows API

Josse [13] Complete Software Interpreter Machine CSIM

Windows API Martignoni OmniUnpack[16]



5.1 31

5.1

4010d5 push 58

4010d7 push 402218

(abbr.)

40111b jz 401135

40111d cmp eax,esi

40111f jnz 401128

401121 xor esi,esi

(abbr.)

4012ae call 4017b1

4012b3 ret

; Entry Point

401395 call 401818

40139a jmp 4010d5

5.1.1

ret

halt

24

8

5.1 5.1 401395

call 401818 401818 40139a jmp

4010d5 40111b 5.1

call, jmp, push, push,... ..., cmp, jnz

5.1.2

CPU Process Environment Block Thread

Environment Block Windows 7

DLL IAT

5.2

0

1

Kang Renovo[15] Shadow Memory
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5.2

ExitProcess

API

30 IAT

5.2

5.2.1

3.1 3,545

OS

306

5.3 10

5.3 10 2,229 63% 10

5,092 32 Windows

Microsoft Visual Basic

Microsoft Visual Basic 5.1.1

Microsoft Visual Basic

408 4,684

4,684
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5.3 10

5.2

Level Number Level Number

1 948 8 21

2 478 10 1

3 279 12 2

4 9 16 1

5 9 18 1

6 2 19 1

7 24 21 1

1,272 3,412

•
•
•

175 API

3,237 48 Microsoft Visual Basic

3,189 1,777

1,777 312 5.2

1,465 1,412

2,877 1

227 56

283

5.4

196.890 1 0.025 5.5

475 30 2,877

17 19 25.051
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5.4
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5.5

5.2.2

107 calc.exe regedt32 vim.exe

IAT

IAT

5.2.1

5.3 Unpack Entry Point

5.3 IAT

IAT

33 IAT

24 6

IAT 63 44

5.3:

Packer Unpack IAT Entry Point

acpr pro 1.32

AKALA v3.20.31122

alloy � �
armadillo softwarepassport v2.0.0

armadillo v3.60

Armadillov4.00.0053

Armadillo v4.20
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ARMProtector v0.2

ASPack 1.02b � � �
ASPack 1.05b � � �
ASPack 1.061b � �
ASPack 1.07b � �
ASPack 1.08.02 � � �
ASPack 1.08.03 � � �
ASPack 1.08.04 � �
ASPack 2.000 � �
ASPack 2.001 � �
ASPack 2.1 � �
aspack2.11 � �
ASPack2.11 � �
ASPack2.12 � �
AsProtect v1.2

ASProtect v1.2 rc4 build 08.07

ASProtect v1.23 rc1

asprotect2.1

CEXE 1.0a

CryptX 1.0 build0.1 � �
DalKrypt 1.0 � � �
EnigmaProtector 1.16

epprotector 0.3 privatespecialbuild � � �
exe32pack 1.4.2 � � �
exe32pack1.4.2 � � �
EXECryptor 1.3

EXEFog 1.1

ExePack 1.0 � � �
ExePack 1.4 lite final � � �
ExeStealth 2.73

eXPressor1.5.0.1 �
Ezip 1.0

Ezip1 1.0

FakeNinja 2.8 ASPack2.xx

FileXPack 1.0b

FSG 1.2 � � �
FSG 1.33 � � �
fsg2.0 � � �
FuckUnpacked 0.15

HidePX 1.4 � �
JDPack 2.00 �
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KillFlower 1.2 � �
MEW11 SEv1.1 � � �
Mew11SEv1.2 � � �
MoleboxPro2.6.4

Morphine 1.5

morphine v1.6

Morphine 1.7

muckiprotector II 5.1 � � �
nPackv1.1.300 � � �
NsPack v3.4 � � �
NsPackv3.7 � � �
Obsidium 1.2.5.0

obsidium1.3.5.4

obsidium1.4.5

Packman 0.0.0.1 �
Packman 1.0 � �
PE optimizer 1.4 � �
PEBundle 2.30 �
PECompactv2.64 � � �
PECompact2 v2.79 Engine20907 � � �
PEDiminisher 0.1 � � �
PELOCKNT 2.04

PEncrypt v3.1 � � �
PEncrypt v4.0 � � �
PEPACK 1.0 � �
PEShield 0.25

PESHIELD 0.26

PESpinv1.33

Pestil 1.0 � �
PETITE 1.2 � � �
PETITE 1.3 � �
PETITE 1.4 �
PETITE2.2 �
PKLITE32 � � �
RLPack 1.16 FullEdition � � �
RLPack1.20 � �
ScofieldPrivate 1.1 � �
Scramble.Upx 1.07w calc

Shrinker 3.4

SimplePack

StonesPE-EXEEncrypter 1.13 � � �



38 5

SVK-Protector v1.32 demo

SVK-Protector v1.43

teLock 0.96

tElock 0.99

teLock0.98

tElockv0.98

Themidav1.8.5.5

unkOwnCrypter 1.0 � �
Upack0.39 � � �
UPX3.08 � � �
VGCrypt 0.75 � �
WinKript 1.0 � � �
WinUpack0.31beta � � �
WWPack32.1.20 � � �
XCR 0.13 � �
yodacrypter v1.3

yodaprotector v1.02

5.3

5.3.1

312

283 595

1,272

1,867

Microsoft Visual Basic

2,323 46%

175 141 RegisterServicePro-

cess API IAT Windows 7

Windows 7 API 32

53% 1

21

Mytob.FC

3,412 2,190 64% 1 5.5

30
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5.3.2

107 33 31%

OS

ASPack PETITE

107 63 59%

5.4

Windows 7 API

OS API API OS

API

17

19 25.051

1

100% 1 Stolen Bytes
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6

API API

API API

Dice

5 API

Dice

32 Windows

4,684

API 1,821 113

500 0.8

56
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6.1

#include <windows.h>

int WINAPI

WinMain (HINSTANCE hInstance,

HINSTANCE hPrevInstance,

LPSTR lpszCmdLine,

int nCmdShow)

{

int i, s = 0;

for (i = 1; i < 10; i++)

s += i;

return 0;

}

6.1

6.1.1

6.1

55 8B EC 83 EC 08 C7 45 FC 00 00 00 00 C7 45 F8 01 00 00 00 EB 09 8B 45 F8 83 C0 01 89 45 F8

83 7D F8 0A 7D 0B 8B 4D FC 03 4D F8 89 4D FC EB E6 33 C0 8B E5 5D C2 10 00

6A 01 33 C9 58 03 C8 40 83 F8 0A 7C F8 33 C0 C2 10 00

33 C9 B8 01 00 00 00 03 C8 40 83 F8 0A 7C F8 33 C0 C2 10 00

API

2

1

6.1.1.1

Linear sweep method Recursive traversal method [43]
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6.2

401000 xor eax,eax

401002 cmp [esp+04],eax

401006 jz 401012

401008 push [esp+04]

40100c call [402040] ; lstrlenA

401012 inc eax

401013 ret

;

401014 call [402038] ; GetVersion

40101a test eax,eax

40101c jns 401022

40101e or eax,ff

401021 ret

401022 cmp [esp+04],01

(abbr.)

401075 xor eax,eax

401077 pop esi

401078 ret

6.1.1.2

6.1.1.1

6.2 401014

jmp jnz loop call ret

6.2 6.3 6.1

6.1.1.3 API

API API

API API

API

6.1 6.2 6.3

API 40102b 401052 API

6.4

6.1.2

6.1.1.3 API
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6.3

401006 jz 401012

40100c call [402040] ; lstrlenA

401013 ret

;

401014 call [402038] ; GetVersion

40101c jns 401022

401021 ret

401029 jg 40103a

40102b call [40203c] ; GetTickCount

401033 jz 401067

401038 jmp 40106b

401041 jle 401067

40104a call 401000

401052 call [40203c] ; GetTickCount

40105e jz 401035

401065 jl 401043

40106e call [4020ac] ; MessageBoxA

401078 ret

6.1
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6.2

6.3

6.4 API
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GetTickCount

MessageBoxA strtoul

GetVersion

strlen

6.5 API

6.6 API

6.1.2.1 API

API X Y S Dice

S =
|X ∩ Y | × 2

|X|+ |Y | (6.1)

|X| X 1

0

6.4 6.5 6.6 6.4 API 7 6.5 API

8 API 4 2 0.53

6.1.2.2

6.1.3

[13, 14, 15, 16, 22, 17] 5

[26] API

API

[27, 28] API
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6.4

Name Language Description

disw32 C Disassembler

ctlflw.pl Perl Control flow analysis

apiseq.pl Perl Extract API sequence

ascomp C Calculate similarity

dendro C Draw dendrogram with Graphviz

setup.pl Perl Classification

6.5

Compiler (abbr.) Version Optimization Option

Microsoft Visual C++
16.00.40219.01

/Od (Disable Optimization)

(msvc) /Ox (Maximum Optimization)

MinGW (mingw) 4.6.1
-O0 (Disable Optimization)

-O3 (Maximum Optimization)

API

API

[27] API API API

[30] API

[30] API

[28, 29, 33]

[28, 29, 33]

[31, 32, 34, 35] API

API

[25, 33, 35]

6.2

6.2.1

3.1 6.4

4,684

6.4 disw32*1 6.1.1.1 ctlflw.pl

*1 IWM Utilities http://gtklab.sourceforge.jp/iwmutlis/
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6.6

Name Supported Compiler

sdbot v0.4b msvc, lcc-win32

sdbot v0.5a msvc, lcc-win32

sdbot v0.5b msvc, lcc-win32, mingw

rxBot v0.7.7 Sass msvc

6.7 sdbot

Name LOC

sdbot v0.4b 1,601

sdbot v0.5a 1,902

sdbot v0.5b 2,173

6.8

sdbot v0.5a sdbot v0.5b

sdbot v0.4b 1,309 1,188

sdbot v0.5a 1,661

Graphviz*2 DOT apiseq.pl ctlflw.pl API DOT

ascomp 2 apiseq.pl dendro

apiseq.pl DOT setup.pl

Microsoft Visual C++ 2010 SDK 18,095 API

API GetLastError Sleep SleepEx

6.2.1.1

6.5 2 2 4

6.6 *3

2

1.

2.

6.7 3 sdbot 6.8 6.9

Dice

[33] 5.4 *4

*2 Graphviz - Graph Visualization Software http://www.graphviz.org/
*3 rxBot v0.7.7 Sass for C++ 6.5

*4 sdbot v0.4b msvc lcc-win32 2 [33] lcc-win32

[33] msvc msvc

6.7
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6.9 diff

sdbot v0.5a sdbot v0.5b

sdbot v0.4b 0.75 0.63

sdbot v0.5a 0.82

6.10 ‘Od’

sdbot v0.5a sdbot v0.5b rxBot v0.7.7 Sass

sdbot v0.4b 0.67 0.61 0.05

sdbot v0.5a 0.81 0.08

sdbot v0.5b 0.08

6.11 ‘Ox’

sdbot v0.5a sdbot v0.5b rxBot v0.7.7 Sass

sdbot v0.4b 0.71 0.67 0.08

sdbot v0.5a 0.79 0.09

sdbot v0.5b 0.11

6.12 ‘sdbot v0.5b’

mingw (O3) msvc (Od) msvc (Ox)

mingw (O0) 0.85 0.80 0.79

mingw (O3) 0.74 0.75

msvc (Od) 0.85

6.2.1.2

4,684 5 32

Windows 5 Microsoft Visual Basic

6.2.2

6.2.2.1

6.10 6.11 6.5 6.6

6.12 6.5 6.6 sdbot

v0.5b

6.2.2.2

4,684 API API

1,821 113 1,821 3.1

5 26 3 43 38 API

3 7 15 6.7 6.8 6.9 API
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0.1

5 231 92 API 55

41 9 50 API

1 3 6.10 API 136

API 2,000

API 1

41 36 6.11 6.13 4

0.1

6.14

6.12 1,821 500

6.13

0.8
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6.10 API

56 172 6.15

10

0.6 6.16 40 119

6.3

6.3.1

6.10 6.11 3 sdbot sdbot rxbot

6.9 sdbot v0.5a sdbot v0.5b

sdbot v0.4b sdbot v0.5a sdbot v0.4b sdbot v0.5b 6.10 6.11

6.12
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6.13 10

Family Number

1 Koobface 208

2 Palevo 129

3 Mytob 92

4 Autorun 79

5 Ircbot 42

6 Kolab 29

7 Sdbot 27

8 Yahos 24

9 Areses 21

10 Agent 20

 0

 20

 40

 60

 80

 100

 0  0.2  0.4  0.6  0.8  1

R
at

io
 (

%
)

Similarity

All
Koobface

Palevo
Mytob

Autorun

6.11

1 [33]

6.10 6.11 6.12

6.3.2

6.3.2.1 API

API 4,684 1,821 39% API

2 1

IAT

5
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6.14

K
o
o
b
fa
ce.0

2
6

K
o
o
b
fa
ce.0

6
4

M
y
d
o
o
m
.6
0

M
y
to
b
.1
2
0

N
etsk

y.A
A

P
alevo.1

8
6

P
alev

o.2
4
1

S
ca
r.0

4

S
len

fb
o
t.4

7

Autorun.019 0.10 0.10 0.07 0.08 0.03 0.02 0.02 0.01 0.01

Koobface.026 0.99 0.03 0.07 0.02 0.02 0.02 0.00 0.02

Koobface.064 0.03 0.07 0.02 0.02 0.02 0.00 0.02

Mydoom.60 0.63 0.09 0.02 0.02 0.00 0.03

Mytob.120 0.08 0.01 0.01 0.00 0.03

Netsky.AA 0.37 0.52 0.16 0.19

Palevo.186 0.45 0.25 0.26

Palevo.241 0.19 0.23

Scar.04 0.47

6.15 0.8 10

Family Number Total Ratio(%)

1 Koobface 34 34 100.0

2 Palevo 13 30 43.3

3 Mytob 28 28 100.0

4 Koobface 26 26 100.0

5 Palevo 18 21 85.7

6 Autorun 4 18 22.3

7 Koobface 12 12 100.0

7 Mytob 12 12 100.0

9 Sdbot 2 8 25.0

10 Koobface 8 8 100.0

[25, 26]

1 API Windows API

IAT OS Stration

API

API API

API API

[27, 33] API

6.3.2.2

6.7 6.8 6.9

6.10 API
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6.16 0.6 10

Family Number Total Ratio(%)

1 Koobface 74 74 100.0

2 Palevo 13 56 23.3

3 Palevo 10 36 27.8

4 Mytob 28 34 82.4

5 Palevo 18 25 72.0

6 Mytob 23 23 100.0

7 Koobface 20 20 100.0

8 Sdbot 2 9 22.3

9 Areses 7 7 100.0

10 Looked 7 7 100.0

100 2,000 Downloader

Bot

6.3.2.3

6.11 80% 0.1 113

1%

Koobface Mytob Koobface 0.1

0.2 Mytob 0.2 0.3

Palevo Autorun

Autorun

Autorun Autorun

C

Microsoft Visual Basic

6.3.2.4

6.14 0.1

Koobface.026 Koobface.064 Palevo.186 Palevo.241 Koobface.026

Koobface.064 Facebook Palevo.186 Palevo.241

P2P Mydoom.60

Mytob.120 0.63 6.11 0.2

Mydoom Mytob API

Mytob Mydoom

DNS SMTP
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SMTP

Scar.04 Slenfbot.47

Netsky.AA Palevo.241

6.3.2.5

6.12 Koobface Mytob 1

Autorun 6.15 6.16 Koobface Mytob Areses

Looked Autorun Palevo Sdbot

6.4

Autorun

API

API

Microsoft Visual Basic 32 Windows

API API

10 API

API Perl C
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7

4

5

6

1

4 150 4.1.1 88

4.6 50 33%

4.1.1

2 ROP

Microsoft Office 2007 Office

Open XML PDF Flash

JavaScript JavaScript

5

3,189

595 19%

2,594

107 33 31%

2

107 63 59%

6

API

6

API
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4,684 1,821 39% API

API 1 5

1 API

API

1
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41d470

41c53b

41d16a

40a402

CreateFileW

4051e6

4051ed

HeapFree
4051ff

4069ed

GetModuleHandleW
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GetProcAddress
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CloseHandle
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CloseHandle
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VirtualAlloc
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ReadFile

40bfd5415039 4160c6 418944 41d18d

40a484

40a48c
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B

B.1 apiseq.pl

apiseq.pl [infile] [outfile]

ctlflw.pl Graphviz dot API

apiseq.pl ctlflw sample.dot apiseq sample.dot

API API

B.2 ascomp

ascomp [option] dotfile...

apiseq.pl

• -o, --outfile=FILE

ascomp -o ascomp.txt apiseq sample1.dot apiseq sample2.dot

1 1 , 3 dot

0 10,000 0

10,000 d s

s = (10000− d)÷ 10000

B.3 ctlflw.pl

ctlflw.pl [infile] [outfile]
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disw32 Graphviz dot

ctlflw.pl sample.asm ctlflw sample.dot

allow.txt allow.txt 1 1 API

ctlflw.pl allow.txt API GetLastError Sleep SleepEx allow.txt

forward.txt ctlflw.pl forward.txt forward.txt 1 2

API 2 API forward.txt API API 2

API lstrlenA lstrlen lstrlenA lstrlen

1 API

2 API API ,

B.4 dendro

dendro [option...] dotfile...

apiseq.pl

• -d, --directory=DIR

• -o, --outfile=FILE

dendro -o dendro.txt -d out apiseq sample1.dot apiseq sample2.dot apiseq sample3.dot

Graphviz dot

dendrogram 10 dot

9 dot

B.5 disw32

disw32 [option...] exefile [asmfile]

32 Windows

• --analyse-linear

• --analyse-referer

• --analyse-data

• -a, --analyse-all

• --display-export
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• --display-import

• --display-resource

• --display-reloc

• -d, --display-all

disw32 sample.exe sample.asm

(

)

call 32

8 32 32

32

--analyse-linear

--analyse-referer 32

32

--analyse-data

B.6 findep

findep command [option...] [file or string...]

• c, check

• d, display

• e, entry

• f, find

• i, ignore

• r, remove

• -a, --align=BYTE

• -b, --base=ADDRESS
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• -d, --dump

• -r, --raw

• --dynamic

• --static

findep c sample.exe

findep d

findep e sample.exe

findep f sample.exe

findep i sample.exe

findep r call,jmp,mov

findep r n0001

entry

8 24

ignore

entry

display

remove

check

find

2

--dump --raw

1000h

400000h

find .maid.org/iwmutlis/findep.ini Win-

dows

C:\Users\< >\AppData\Local\maid.org\iwmutlis\findep.ini

B.7 nictract

nictract [option...] infile [outfile...]

CFB RTF
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• -n, --number=N default:1

• -t, --time=SECOND default:

• -c, --count=N default:

• -r, --range=START[-END]

• -i, --ignore=START[-END]

• -q, --quiet

• -v, --verbose

• --step-first=N PEB default:16384

• --step-second=N API default:4194304

• --base=ADDRESS default:400000h

• --ole-structure CFB default

• --ole-format CFB

• --ole-header CFB

• --ole-ignore

• --ole-allow-header CFB

• --ole-allow-ignore

• --rtf-binary RTF default

• --rtf-full RTF

• --rtf-header RTF

• --rtf-ignore

• --rtf-allow-header RTF

• --rtf-allow-ignore

• --entropy-simple

• --entropy-size=N default:384

• --entropy-step=N default:16

• --enable-all default

• --disable-all

• --enable-entropy default

• --disable-entropy

• --enable-disasm default

• --disable-disasm

• --enable-emulation default

• --disable-emulation

• --map-ole CFB

• --map-rtf RTF

• --map-entropy

• --map-info

nictract sample.doc sample.exe

--number outfile 1

--quiet --verbose
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--range --ignore 16 --range

--ignore CFB RTF –range=1000

–range=1000-2000 RTF +

–range=1000+ –range=1000+2000 –range=1000+2000-

3000

--step-first --step-second

--ole-* --rtf-*

--ole-ignore --rtf-ignore

--ole-allow-* --rtf-allow-* --*-header --ole-ignore

B.8 setup.pl

setup.pl dir

disw32 ctlflw.pl apiseq.pl ascomp

setup.pl dir

setup.pl Graphviz neato disw32 setup.pl

ctlflw.pl apiseq.pl ascomp ctlflw.pl allow.txt

forward.txt ctlflw.pl forward.txt dir

sample disw32

setup.pl dir disw32 ctlflw apiseq

disw32 ctlflw.pl API apiseq.pl

.asm .dot

apiseq ascomp.txt ascomp.txt

similarity.html similarity.dot Graphviz neato similarity.dot similarity.png

similarity.html similarity.png

sample setup.pl

sample

B.9 unpk

unpk [option...] exefile [argument...]
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• -b, --break=ADDRESS

• -d, --dynamic

• -e, --entry

• -i, --import

• -l, --logfile=FILE

• -o, --outfile=FILE

• -s, --step=STEP

• -t, --timer=SECOND

• -m, --trace-mnemonic

• -r, --trace-register

• -f, --trace-tail=STEP

• -v, --verbose

unpk -o unpacked.exe packed.exe

Unpack API

1

0

--dynamic

--import

--break 16 -b 401000 401000

-b 401000,402000-403000

--entry


